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Abstract: This work focuses on the study of shield systems consisting of nested enclosures. In the
first step, using FDTD simulations and measurements in an anechoic chamber, we investigate the
shielding effectiveness (SE) of the system of two nested rectangular enclosures in the frequency
range of up to 3 GHz. It is shown for the first time that for a number of frequencies, the SE of the
nested shields can be improved by 40–50 dB due to the asymmetric arrangement of the enclosures,
their electrical connection, and the mutually perpendicular arrangement of the apertures. Next, we
analyze the emissions from the electromagnetic radiation sources in the presence and absence of a
nested shield system. The results show that a nested shield system may not attenuate the emission
amplitude but increases it by more than 58 dB at the resonant frequencies of the enclosures. Then,
we prove that a single enclosure can have a higher SE than the same enclosure as a part of a poorly
designed nested shield system. The final part of the article formulates practical recommendations for
the design of nested shield configurations.

Keywords: electromagnetic compatibility; radiated emission; shielding effectiveness; enclosure;
resonant cavity

1. Introduction

Electromagnetic shielding is a well-known and very popular technique for protecting
electronic equipment against the influence of radiated emissions. Despite a large num-
ber of previous studies, interest in the shielding problem has not subsided to this day.
This is confirmed, for example, by a special issue of IEEE Transactions on Electromagnetic
Compatibility [1] dedicated to electromagnetic shielding.

In early studies of electromagnetic shields, when the range of operating frequencies of
electronic equipment was quite small, the main attention was focused on the analysis of
shielding materials [2,3] and the influence of apertures on shielding effectiveness (SE) [4–6].
With the progress of electronic technology, operating frequencies have grown to gigahertz
ranges, and the electrical size of the equipment has decreased. This made it necessary to
consider the shields as cavities that have multiple resonances corresponding to the SE min-
ima. At that time, many methods of shield analysis were proposed [7–10], new approaches
to SE improvement and resonance suppression were developed [11–14], and it was proved
that shields affect the emissions radiated from the equipment placed inside them [15–17],
etc. In recent years, considerable attention has been paid to the study of shields that take
into account their internal filling [18–21]. New methods of SE measurements [22,23] and
calculations [24–27] have been developed for such structures. Several methods for SE
improvement using an internal filling of shields have also been proposed [28,29].

It often happens that a small shielding enclosure can act as a filling of another enclo-
sure [30], resulting in a system of nested shields. Traditionally, “nested” or “multilevel”
shielding is considered a good way to provide electromagnetic compatibility [31,32]. How-
ever, this statement is true only for low-frequency shielding (outside the resonance region
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of the shield system) [33,34]. At resonance frequencies, the shielding quality can be compro-
mised by the presence of electromagnetic coupling between the nested shields. Thus, in [35]
the authors show that when a resonance is excited in one of several coupled shielding
enclosures, the SE of the other enclosure can be reduced by almost 50 dB. In [36], the authors
show that the frequency dependence of the voltage induced on a microstrip transmission
line located inside nested enclosures has multiple maximums corresponding to the resonant
frequencies of both enclosures. Despite the fact that nested shield systems are widely used
in real electronic equipment, their research is devoted to an undeservedly small number of
works. The aim of this article is to fill this gap.

The rest of this paper is organized as follows. Section 2 describes the shields un-
der study, the simulation technique, and the experimental setup used for measurement.
Section 3 presents the results of the SE simulation and measurement for different config-
urations of the nested shield system consisting of two rectangular enclosures. Section 4
analyzes emissions from electromagnetic radiation sources (half-wave dipoles) when they
are located inside the system of nested shields. Section 5 discusses the obtained results
and formulates several practical recommendations for the design of nested shield systems.
Finally, Section 6 presents conclusions on the work.

2. Materials and Methods
2.1. Simulation and Measurement Techniques

To obtain the results in this work, we used electrodynamic simulation based on the
well-established finite-difference time-domain (FDTD) method [37–39]. To confirm the
simulation results, we used measurements in accordance with the IEEE STD 299 standard.

In all cases under study, a uniform cubic mesh was used in simulation by the FDTD
method. The number of cells per wavelength was at least 45. Simulations were performed
in the frequency range of 0.3–3 GHz. A perfect electric conductor was used as the material
for electromagnetic shields. A plane wave with a unit amplitude of the electric field vector
and vertical polarization was used as an excitation in the SE simulations. The SE values
were determined as:

SE = 20 log10

(∣∣∣E0
∣∣∣/|E|), (1)

where |E| and |E0| are the electric field strength (intensity) in the presence and absence
of the shield, respectively. The shields were measured inside a radio-frequency anechoic
chamber. The SE values were determined from the modulus of transmission coefficient
|S21| between the two antennas using the following formula:

SE = 20 log10

(∣∣∣S0
21

∣∣∣/|S21|
)

, (2)

where “0” indicates the value of |S21| measured in the absence of the shield.
The transmitting biconical antenna with an operating frequency range from 300 MHz

and a maximum measurement error of 1.5 dB was placed at a distance of 1 m from the
shield system under study. A quarter-wave monopole with a length of 15 mm was used
as a receiving antenna. This length of monopole was chosen to reduce its effect on the
resonance frequencies of shields. A Rohde & Schwarz ZNL20 vector network analyzer
(VNA) with less than 1 dB measurement error was used to obtain |S21| values. The photo
and the schematic diagram of the experimental setup are demonstrated in Figure 1.
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Figure 1. Photo (a) and schematic diagram (b) of the experimental setup.

2.2. Electromagnetic Shields under Study

In this work, we studied a nested shield system consisting of two rectangular en-
closures with apertures (Figure 2a). In all cases, a medium-sized (a1 × b1 × d1 = 300 ×
120 × 300 mm3) enclosure from the IEEE STD 1597.2 standard with a square aperture
w1 × l1 = 80 × 80 mm2 was used as the external shield of the system. In FDTD simulations,
we used a small-sized enclosure (a2 × b2 × d2 = 80 × 40 × 80 mm3) with a square aperture
w2 × l2 = 30 × 30 mm2.
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Figure 2. Geometry of rectangular enclosure (a); shielding enclosures used for measurements:
300 × 120 × 300 mm3 (b), and 80 × 80 × 80 mm3 (c).

For the measurement, shielding enclosures were made of 1.5 mm thick aluminum
sheets. The dimensions of the medium-sized enclosure remained the same as in the
simulation (Figure 2b). The height b2 of the small-sized enclosure was increased to 80 mm
without changing the other dimensions (Figure 2c). This allowed us to reduce the influence
of the receiving antenna on the electromagnetic field inside the enclosure and keep TEm0-
modes resonance frequencies the same as in the enclosure with a height of 40 mm.

3. Shielding Effectiveness Analysis of Nested Shield System

It is well-known that the SE depends on the size and shape of the shield, its internal
filling, and the shape, number, and size of the apertures. However, in nested shield systems,
the SE can also be impacted by the electrical connection of the shields and the relative
arrangement of the shields and their apertures. This section uses both simulation and
measurement techniques to investigate, for the first time, the effect of these factors on the
SE of the nested shield system.
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3.1. Simulation of Shield System Elements

Before simulating the shield system using the FDTD method, we calculated the SE for
the single enclosures described in Section 2.2. In all cases, observation points were located
in the centers of the enclosures. The obtained frequency dependencies of the SE are shown
in Figure 3. It can be seen that the SE of an enclosure is complex and can take positive
and negative values when the frequency is changed. Negative SE arises when coherent
waves with the same phase are combined in the shield, leading to cavity resonances.
These resonances are particularly dangerous as the shield can amplify interference at their
frequencies. Figure 3 shows that in the frequency range under study in the medium-
sized enclosure, there are many resonances in which the SE values become negative.
The minimum SE value (minus 20 dB) is observed at the second resonance frequency of
1.1 GHz. In the frequency range under consideration, the small-sized enclosure has only
one resonance at a frequency of 2.6 GHz, at which the SE decreases to a level of minus
25 dB.
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Figure 3. Frequency dependencies of the SE for medium-sized (300× 120× 300 mm3) and small-sized
(80 × 40 × 80 mm3) enclosures.

Figure 3 also shows that both SE frequency dependencies have unphysical oscillations
which are caused by the numerical dispersion of the FDTD method. This issue arises from
the difference between wave propagation in the actual physical medium and in the discrete
FDTD mesh and can be reduced by increasing computational cost [40]. Henceforward,
we decided not to eliminate the errors associated with the numerical dispersion since the
achieved calculation accuracy is sufficient for this study. This also allowed us to reduce the
simulation time and required memory.

3.2. Changing the Mutual Arrangement of Apertures

In the first step of the study, the shielding enclosures from Section 2.2 were combined
into one nested shield system, as illustrated in Figure 4a. Then, using the FDTD method, we
evaluated the influence of the mutual arrangement of the apertures in the obtained system
on its SE. In the simulation, the small-sized enclosure was arranged symmetrically to the
center of the medium-sized enclosure. The aperture arrangement on the medium-sized
enclosure and the propagation direction of the plane wave did not change. Three aperture
arrangements on the small-sized enclosure were considered: on its front, side, and rear
walls (Figure 4b,c). The SE values were determined at two observation points (p1 and p2).
Point p2 was located in the center of the small-sized enclosure, and point p1 was located in
the medium-sized enclosure at a distance of 50 mm from the center of its aperture.
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Figure 4. Isometric view of the nested shield system (a) and its top views when the aperture of the
small-sized enclosure is located on its front (b), side (c), and rear (d) walls.

The results of the SE simulation at observation point p1 are shown in Figure 5. A
comparison of Figures 3 and 5 shows that the resonance frequencies of the medium-sized
enclosure change when it is populated with the small-sized enclosure. However, changing
the aperture arrangement on the small-sized enclosure has almost no effect on the SE at
point p1.
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Figure 5. Frequency dependencies of the SE at the observation point p1 when the aperture of the
small-sized enclosure is located on its front, side, and rear walls.

The results of the SE calculations at the observation point p2 for the three considered
cases of apertures mutual arrangement are shown in Figure 6. It can be seen that cavity
resonances excited in the external medium-sized enclosure affect the field in the nested
small-sized enclosure and reduce its SE by 5–10 dB at a number of frequencies. It can also
be seen that the frequency dependencies of the SE at point p2 change when the aperture
of the small-sized enclosure is moved. The worst SE is observed when the aperture of the
small-sized enclosure is arranged on its front wall, and the best SE is obtained when the
apertures in the system of shields have a mutually perpendicular arrangement. In these
two cases, the difference between the SE values reaches 25 dB at 0.3 GHz and 9 dB at the
resonance frequency of the small-sized enclosure.
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small-sized enclosure is located on its front, side, and rear walls.

3.3. Influence of the Mutual Arrangement of Enclosures

In the next step of the study, we evaluated the SE of the shield system when the mutual
arrangement of the enclosures was changed. In all cases, the apertures of enclosures were
opposite each other. The SE observation points remained the same as in Section 3.2. In
total, three cases of enclosures mutual arrangement were considered. In the first case, the
small-sized enclosure was located symmetrically to the center of the external medium-sized
enclosure (Figure 7a), and in the second and third cases, it was placed asymmetrically: at
the side wall (Figure 7b) and in the corner (Figure 7c).
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Figure 7. Top views of the nested shield system at different arrangements of the small-sized enclosure:
in the center (a); on the side (b); and in the corner (c).

The results of the SE calculations at observation point p1 are shown in Figure 8. They
demonstrate that changing the arrangement of the nested shields leads to a shift in the
resonance frequencies of the medium-sized enclosure, but does not have a strong effect on
its SE level.
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Figure 8. Frequency dependencies of the SE at the observation point p1 when the mutual arrangement
of enclosures is changed.
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The frequency dependencies of the SE at the observation point p2 for the three cases
of the enclosure arrangement are shown in Figure 9. It can be seen that the small-sized
enclosure has the worst SE when the mutual arrangement of the shields is symmetrical.
With the asymmetrical arrangement, the SE at point p2 increases by 5–10 dB. Moreover, the
SE for the cases in Figure 7b,c differ by only 1.5 dB on average.
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Figure 9. Frequency dependencies of the SE at the observation point p2 when the mutual arrangement
of enclosures is changed.

3.4. Insulated or Electrically Connected Enclosures

Next, for the structure in Figure 7b, we evaluated the effect of the enclosure’s electrical
connection on the SE of the nested shield system. In the first case, the walls of the enclosures
were insulated from each other with a gap of 2 mm, and in the second case, they were
electrically connected.

The results of the SE calculations at point p1 inside the medium-sized enclosure are
shown in Figure 10. It can be seen that in both cases the SE values are almost the same. At
the same time, Figure 11 shows that when the enclosures are electrically connected, the
SE at the observation point p2 (inside the small-sized enclosure) is 2–7 dB higher than in
the case when the enclosures are insulated. Moreover, the SE values increase the most at
frequencies up to 1 GHz.
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Figure 10. Frequency dependencies of the SE at the observation point p1 when enclosures are
insulated or electrically connected.

3.5. Analysis by Measurements

To confirm the above results and conclusions, we measured the SE of the nested shield
system using the experimental setup from Section 2.1 (see Figure 12). The receiving antenna
was placed only inside the small-sized enclosure because in all simulation cases, the SE of
the external medium-sized enclosure changed insignificantly.



Symmetry 2023, 15, 441 8 of 18
Symmetry 2023, 15, x FOR PEER REVIEW 8 of 18 
 

 

 

Figure 11. Frequency dependencies of the SE at the observation point p2 when enclosures are insu-

lated and electrically connected. 

3.5. Analysis by Measurements 

To confirm the above results and conclusions, we measured the SE of the nested 

shield system using the experimental setup from Section 2.1 (see Figure 12). The receiving 

antenna was placed only inside the small-sized enclosure because in all simulation cases, 

the SE of the external medium-sized enclosure changed insignificantly. 

The measured frequency dependencies of the SE inside the small-sized enclosure are 

shown in Figure 13. The measurement confirms that the SE of a nested shield can be im-

proved by the asymmetric arrangement of the enclosures, their electrical connection, and 

the mutually perpendicular arrangement of the apertures. 

  

Figure 12. System of nested shields in the anechoic chamber. 

 

(a) 

-30

-10

10

30

50

70

0.3 0.6 0.9 1.2 1.5 1.8 2.1 2.4 2.7 3.0

Connected Insulated

f ,  GHz

SE, dB

–10

–30

-30

-10

10

30

50

70

90

0.3 0.6 0.9 1.2 1.5 1.8 2.1 2.4 2.7 3.0

Center Corner

f ,  GHz

SE, dB

–10

–30

Figure 11. Frequency dependencies of the SE at the observation point p2 when enclosures are
insulated and electrically connected.
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Figure 12. System of nested shields in the anechoic chamber.

The measured frequency dependencies of the SE inside the small-sized enclosure
are shown in Figure 13. The measurement confirms that the SE of a nested shield can be
improved by the asymmetric arrangement of the enclosures, their electrical connection,
and the mutually perpendicular arrangement of the apertures.
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Figure 13. Measured frequency dependencies of the SE for the nested small-size enclosure: changing
the enclosure arrangement (a), the orientation of the apertures (b), and the method of electrical
connection (c).

3.6. Comparison of the «Best» and «Worst» Cases

Given the results obtained above, two nested shield systems were formed, correspond-
ing to the “worst” and “best” cases for shielding. In the “worst” case (Figure 14a), the
enclosures were insulated and symmetrically arranged, and the apertures were opposite
each other. In the “best” case (Figure 14b), the shields were electrically connected, the
small-sized enclosure was arranged in the corner of the medium-sized enclosure, and the
apertures were mutually perpendicular.
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Figure 14. Top views of the nested shield system: the “worst” (a) and “best” (b) cases for shielding.

For these two systems, we calculated the frequency dependencies of the SE inside
the medium-sized (point p1) and small-sized (point p2) enclosures. The results of the
calculations are shown in Figure 15.
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Figure 15. Frequency dependencies of the SE for the “worst” and “best” nested shield systems at
observation points p1 (a) and p2 (b).

The calculation results from Figure 15a show that in the “best” shield system the first
resonance of the medium-sized enclosure is excited 100 MHz higher than in the “worst”
system. This leads to the improvement of the SE at low frequencies. In the “best” case, the
medium-sized enclosure also has a higher level of SE at frequencies between 2.4 GHz and
3 GHz (by 1.5 dB on average).

Figure 15b shows that the SE of the small-sized enclosure in the “best” system is
significantly greater than in the “worst” one. Thus, at some frequencies, the increase in
the SE is 40–50 dB. Moreover, in the “best” system of shields, the small-sized enclosure
has positive values of the SE in the whole frequency range under study. In both cases, the
lowest SE values were obtained at a frequency of 2.6 GHz, corresponding to the resonance
of the small-sized enclosure. These values are 4.5 dB and minus 24 dB for the “best” and
“worst” cases, respectively.

4. Radiated Emissions

It is well-known that emissions from an electromagnetic radiation source located
inside the enclosure can be significantly altered by enclosure resonances. However, radiated
emissions in nested shield systems have yet to be extensively investigated. In this section,
we aim to thoroughly evaluate the impact of the radiation source position and operating
frequency range on the emissions in a nested shield system.

4.1. Radiation Sources

This part of the study was devoted to the analysis of emissions from the sources
of electromagnetic radiation when they are located in a shield system consisting of two
rectangular enclosures. Symmetrical half-wave dipoles with lengths L of 50 mm, 57 mm,
and 75 mm were used as radiation sources (Figure 16a). The dipole sizes L = 50 mm and
L = 75 mm were chosen because their resonance frequencies coincide with the resonances of
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the small-sized and medium-sized enclosures, respectively (Figure 16b). A dipole of length
L = 57 mm with a resonance frequency of 2.34 GHz was used to investigate the emission
at frequencies different from the resonance frequencies of the nested shield system. All
studies were performed using the FDTD method. The dipole antennas were excited by
an ideal 1 V voltage source with zero internal resistance. In all cases, the emission level
was evaluated from the electric field strength modulus |E| in the presence and absence
of shields.
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Figure 16. Symmetrical half-wave dipole model with a feed gap (a) and frequency dependencies of
the reflection coefficient modulus |S11| for dipoles with different lengths (b).

4.2. Emissions in Single Enclosures

First of all, we simulated the emissions from the dipole antennas when they were
placed in each of the small-sized and medium-sized enclosures. In both cases, the dipoles
were placed in the center of the enclosures. The observation points of an emissions level
were located opposite the apertures at a distance of 50 mm (Figure 17). Thus, when we
simulated emissions in the small-sized enclosure, the distance g between the source and the
observation point was 90 mm. For the medium-sized enclosure, g was taken as 200 mm.
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Figure 17. Isometric (a) and top (b) views of enclosures populated with a half-wave dipole.

Figure 18 shows the results of the |E| calculation at a distance of 90 mm from the
dipoles in the presence and absence of the small-sized enclosure. It can be seen that in
the absence of the enclosure, the |E| level does not exceed 9 V/m for all dipoles under
study. When the dipoles are located inside the enclosure, the maximum values of the |E|
increase significantly. The greatest increase in the emission level (21.4 times or 26.6 dB) is
observed for the dipole with L = 50 mm, whose operating frequencies coincided with the
resonance frequency of the enclosure. Figure 18b also shows that the frequencies of the |E|
maximums do not coincide with the resonances of the enclosure or dipoles, which may
be related to the antenna’s influence on the structure of the electromagnetic field inside
the enclosure.
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Figure 18. Frequency dependencies of |E| at a distance g = 90 mm from the dipoles in the absence
(a) and presence (b) of the small-sized enclosure.

Figure 19 shows the frequency dependencies of |E| at a distance of 200 mm from the
dipoles, calculated in the presence and absence of the medium-sized enclosure. It can be
seen that in the absence of the enclosure, the maximum values of the |E| do not exceed
5 V/m. The emission level increases due to cavity resonances inside the enclosure. The
maximum value of |E| is obtained at a frequency of 2.5 GHz and is 115 V/m. This value
was obtained by excitation of a dipole with a length of 57 mm whose operating frequencies
do not coincide with the enclosure resonances.
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Figure 19. Frequency dependencies of |E| at a distance g = 200 mm from the dipoles in the absence
(a) and presence (b) of the medium-sized enclosure.

4.3. Emissions in the System of Nested Enclosures

Further, we simulated emissions in a nested shield system. The small-size enclosure
was arranged in the corner of the medium-sized enclosure. The enclosures were electrically
insulated, and the apertures were opposite each other. We considered two cases of dipole
antenna placement inside the shield system. In the first case (Figure 20a), the dipoles were
placed in the center of the small-sized enclosure. The observation points p1 and p2 were
placed inside and outside the medium-sized enclosure at equal distances of 50 mm from
its aperture. In the second case (Figure 20b), the dipoles were located in the center of
the medium-sized enclosure. Point p1 remained the same as in Figure 15a, while point
p2 was placed in the center of the small-sized enclosure. We also calculated frequency
dependencies of |E| in the absence of shields but with the same locations of dipoles and
observation points.
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Figure 20. System of nested shields with a half-wave dipole located inside the small-sized (a) or
medium-sized (b) enclosures.

Figure 21 shows the results of the |E| calculation at the observation point p1 for the
structure from Figure 20a in the absence and presence of the shields. It can be seen that
the maximum value of |E| at point p1 without the shield system does not exceed 3.5 V/m.
When the nested shield system is added, the emission level increases significantly. Thus,
the maximum value of |E| is 218 V/m for a dipole with L = 57 mm. It is interesting that
the frequencies of the |E| maximums in Figure 21b coincide with Figure 18b, while the
maximum values of |E| are observed at different dipole lengths. This may be due to the
influence of medium-sized enclosure resonances on the radiation sources.
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Figure 21. Frequency dependencies of |E| at point p1 for the structure from Figure 20a in the absence
(a) and presence (b) of the shield system.

Figure 22 shows the frequency dependencies of |E| at the observation point p2 for
the structure from Figure 20a in the absence and presence of the shield system. It can be
seen that in the absence of the shield system, the maximum emission level does not exceed
4.2 V/m, otherwise |E| increases to 307 V/m. Comparing Figures 21b and 22b, we can see
that in the E-field range under consideration, emissions at points p1 and p2 have a similar
character and differ only in the amplitudes of the maximums.
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Figure 22. Frequency dependencies of |E| at point p2 for the structure from Figure 15a in the absence
(a) and presence (b) of the shield system.

Figure 23 illustrates the results of calculating |E| at the observation point p1 for the
structure from Figure 20b in the absence and presence of the shields. The maximum |E|
level in Figure 23a is 4.5 V/m, and in Figure 23b it is 99 V/m. The results show that when
the dipole antenna is placed in the medium-sized enclosure, the frequency dependence of
|E| has many maximums, not one, as in the shield system from Figure 20a. It can also
be seen that the emissions obtained here and earlier in Figure 19b for a single medium-
sized enclosure are quite similar, but differ slightly in the frequencies of maximums. This
can be explained by the influence of the small-sized enclosure on the structure of the
electromagnetic field inside the medium-sized enclosure.
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Figure 23. Frequency dependencies of |E| at point p1 for the structure from Figure 15b in the absence
(a) and presence (b) of the shield system.

Finally, Figure 24 shows the frequency dependencies of |E| at the observation point
p2 for the structure from Figure 20b with and without nested shields. The obtained results
demonstrate that in the absence of shields, the maximum level of emissions does not exceed
5.5 V/m, and in their presence increases very strongly. Thus, when the dipole length is
equal to 50 mm at a frequency of 2.6 GHz (the resonance of the small-sized enclosure), the
|E| value exceeds 4.3 kV/m. In this case, the nested shield system amplifies the emissions
by more than 780 times, or 58 dB. When the length of the dipole antenna increases, the
maximum |E| value decreases, and at L = 50 mm, it reaches 0.2 kV/m. Figure 24b also
shows several additional maximums of |E| (e.g., at 2.38 GHz and 2.85 GHz) at which the
emission levels are 60–90 V/m.
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Figure 24. Frequency dependencies of |E| at point p2 for the structure from Figure 15b in the absence
(a) and presence (b) of the shield system.

5. Discussion

The results in Section 3 demonstrate that a well-designed system of nested shields
can have a sufficiently high SE level and provide the necessary interference immunity
of electronic equipment. At the same time, if the system is poorly designed, the use of
“nested” shielding does not give any positive effect, and even partially worsens the SE of
a single enclosure. As an example, let us compare the frequency dependencies of the SE
from Figures 3 and 15b for the system of two nested shields and the single small-sized
enclosure (Figure 25). The comparison shows that the single small-sized enclosure and
the same enclosure as a part of a poorly designed system have generally similar SE values.
However, in several frequency regions (highlighted by circles in Figure 25), an enclosure in
a shield system has a lower SE than a single enclosure. This effect is due to the resonances
of the external medium-sized enclosure in the nested shield system.
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Figure 25. Frequency dependencies of the SE for the single small-sized enclosure and the same
enclosure as a part of the nested shield system. Circles indicate deterioration of the SE values.

In addition, the results obtained in Section 4 prove that in some cases “multilevel”
shielding of the interference source can be a very poor way of ensuring electromagnetic
compatibility. If the nested shield system is poorly designed, the enclosures have strong
electromagnetic coupling, and their resonance frequencies roughly coincide with the in-
terference frequencies, both enclosures will simultaneously amplify the interference. This
can lead to the situation obtained in Figure 24b where the initial level of electromagnetic
interference was amplified by the shield system by more than 780 times, or 58 dB.

We formulated several practical recommendations for the design of nested shield
systems that can help prevent the problematic situations described above.

1. Try to avoid a symmetrical mutual arrangement of nested shields. It is best to arrange
the small enclosure on the side wall of the external enclosure or in its corner.
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2. Try to avoid counter arrangement of the apertures in a nested shield system. SE can
be slightly increased by arranging the apertures mutually perpendicular.

3. Try to electrically connect the nested enclosures to improve SE. This method should
be used carefully, as poorly designed electrical connections can produce reactive
elements that unpredictably change the resonance frequencies of the shield system.

4. Try to size the shields so that their resonances do not coincide with interference
frequencies. This will allow you to avoid increasing the level of electronic equipment
emissions. If you cannot select the necessary shield sizes, the resonance frequencies of
the shields can be shifted by using conductive plates [25] or posts [28].

5. Try to use a standard approach that involves reducing aperture sizes in order to reduce
electromagnetic coupling in the nested shield system. At resonance frequencies, elec-
tromagnetic coupling between nested shields can be reduced by using radar-absorbing
materials [20], lossy dielectrics [19], or band-stop frequency selective structures [29].

6. Conclusions

In this work, we have investigated a shield system consisting of two nested enclosures.
First, using the FDTD method and measurements in an anechoic chamber, the SE of different
configurations of nested enclosures have been evaluated. As a result, it was demonstrated
for the first time that the SE of the nested shield system can be improved by their asymmetric
arrangement, electrical connection, or mutually perpendicular arrangement of the apertures.
Further, the emission from electromagnetic radiation sources in the form of half-wave
dipoles has been investigated when they are located in the system of nested shields and
in free space. It was shown that the locations of dipoles and observation points inside the
shield system strongly affect the level of radiated emissions. It was also illustrated that
nested shield systems may not attenuate the emission amplitude, but increase it (by more
than 58 dB). Finally, it has been shown that a single enclosure can have better SE than the
same enclosure as a part of a poorly designed nested shield system. Summarizing the
obtained results, several practical recommendations for the design of nested shield systems
have been formulated.

Although this work reveals some aspects of the nested shield design, such shields still
have a lot of potential for research. First of all, in future studies, we would like to evaluate
how the electromagnetic coupling between enclosures behaves in systems consisting of
three or more nested shields. The study of nested shields with regard to their internal filling
is also of interest, because, as noted in the introduction, the filling can have a strong effect
on the structure of the electromagnetic field inside the shields.
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